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▪ Who is CISA and how does it approach infrastructure security & resilience?

▪ Key concepts and regional assessments of dependencies

▪ Critical infrastructure risk management with FEMA and other partners 

▪ The Infrastructure Resilience Planning Framework (IRPF) guidance & tools

▪ How was the IRPF piloted in Kentucky with hazard mitigation planning?

▪ Green River Area Development District

▪ Benefits and Next Steps 

▪ How can KAMM Members and ADDs access the IRPF and CISA critical 

infrastructure information?

Overview
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CISA Regional Offices and Outreach Staff
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Critical Infrastructure: Systems and assets, whether 

physical or virtual, so vital that their incapacity or 

destruction may have a debilitating impact on the 

security, economy, public health or safety, environment, or 

any combination of these matters, across any federal, 

state, regional, territorial, or local jurisdiction.

▪ National Infrastructure Protection Plan & Partnership 

▪ 16 Sectors: Critical Infrastructure Partnership Advisory 

Council of government and private sector members

Source: National Infrastructure Protection Plan 2013

Critical Infrastructure
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Resilience Concepts
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The ability to prepare for and adapt to changing conditions and to 

withstand and recover rapidly from disruptions. Resilience includes the 

ability to withstand and recover from deliberate attacks, accidents, or 

naturally occurring threats or incidents.

(Presidential Policy Directive 21)

▪ Resilience is a property of systems rather than assets.

▪ Infrastructure systems are interdependent and enable community functions.

▪ Resilience goal is to maintain or restore function or services after a disruption 

without detrimental impacts.

Attacks Accidents
Natural 

Incidents

Changing 

Technology

Socio-economic 

Dynamics
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▪ Increasing complexity 

and coupling with cyber

▪ Evolving business 

practices

▪ Organizational structures

▪ Lack of transparency

Security and Resilience Challenges
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“…the nature of the critical infrastructure risk environment precludes any one entity from 

managing risks entirely on its own…” (National Infrastructure Protection Plan)
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▪ Decisions at all points in the lifecycle affect 

the resilience of infrastructure services

▪ SLTTGs are a critical part of the 

infrastructure systems network but most 

lack planning and development capacity

▪ Need to plan for critical infrastructure 

systems across jurisdictions and with 

private sector

▪ Need to include risks and vulnerabilities 

that stem from dependencies and 

consequences of disruptions

Gaps in Planning

Infrastructure 

Lifecycle
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▪ Includes comprehensive, step-by-step planning guidance, 

templates, and other resources to inform long-term 

planning and investment decisions 

▪ Five steps from stakeholder engagement to risk 

assessment and implementation

▪ Can incorporate methods from Regional Resiliency 

Assessment Program projects and outcomes from other 

plans/initiatives

▪ Can be used in other local and regional planning efforts 

such as FEMA mitigation planning and recovery and 

regional economic development plans

Infrastructure Resilience Planning Framework
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Courtesy of DHS 

CISA expects to publicly release

the IRPF later in 2021.
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IRPF Tools and Resources 
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LAY THE 

FOUNDATION

CRITICAL 

INFRASTRUCTURE 

IDENTIFICATION

RISK 

ASSESSMENT

COMMUNITY 

INFRASTRUCTURE 

RESILIENCE PLAN 

DEVELOPMENT

COMMUNITY 

INFRASTRUCTURE 

RESILIENCE PLAN 

IMPLEMENTATION & 

MAINTENANCE

Flexible Step-by-Step Guidance 

Lay the 
Foundation

• Scope the effort

• Form collaborative 
planning group

• Establish 
resilience goals

• Collect & review 
information

Identify Critical 
Infrastructure

• Identify physical 
and cyber 
infrastructure

• Prioritize 
infrastructure

• Identify 
dependencies 
among 
infrastructure 
systems

Assess Risk

• Identify threats 
and hazards to 
infrastructure

• Assess 
vulnerability of 
infrastructure

• Assess 
consequences to 
infrastructure 
systems

• Prioritize risk to 
infrastructure 
systems

Develop Actions

• Validate resilience 
goals

• Identify potential 
resilience solutions to 
mitigate risks

• Assess existing 
resources and 
capabilities to 
implement solutions

• Select resilience 
solutions for 
implementation

• Develop 
implementation 
strategy

Implement & 
Evaluate

• Implement 
resilience 
solutions via 
existing plans

• Monitor and 
evaluate 
effectiveness 

• Update plans to 
incorporate 
lessons learned, 
new best 
practices, etc.
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State & Local Objectives

▪ Reduce cost and consequences of disasters to impacted communities

▪ Build an accessible set of tools that can be applied by area development districts 

to incorporate critical infrastructure resilience into hazard mitigation planning 

▪ Use critical infrastructure dependency analyses to inform investment priorities

CISA Objectives

▪ Inform the revision and development of IRPF guidance, tools, and resources

▪ Build an example for IRPF application that can be disseminated through states, 

federal agencies, CISA Regions, and associations

Kentucky Infrastructure Planning Pilot
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GRADD

Planning Pilot Project
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Courtesy of Kentucky Association of Economic Development

CISA - IDRCISA Region IV

FEMA Region IV

KYEM
(Division of Emergency Management

& University of Kentucky)

GREEN RIVER AREA 

DEVELOPMENT DISTRICT
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Aluminum Smelting
1/3 of U.S. Production

35%

Buildings 

and 

Structures

30%

Electric 

Cables

30%

Transport

Critical Industry
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Application to Hazard Mitigation Planning
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•Guidance/Checklist to identify 
critical infrastructure owners and 
operators who should be involved 
at each phase and how (meetings, 
interviews, work groups, etc.)

•Guidance for articulating private 
sector and owner/operator value of 
participating

•Stakeholder invitation letter

•Critical infrastructure identification 
question sets and worksheets

•Prioritization facilitation guide and 
criteria

•Interview guidance, dependency 
question sets and spreadsheets

•Risk assessment question sets for 
critical infrastructure interviews

•Guidance for facilitating a working 
group to develop critical infrastructure 
performance objectives

•Inventory of grant and loan 
opportunities

•Guidance for incorporating 
mitigation measures into 
other planning activities

•Guides for workshops with external 
owners, operators, and regulators

•Facilitation guides for discussing a range 
of mitigation strategies including 
administrative or business solutions

Hazard 

Mitigation 

Planning 

Process
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▪ Private sector consultation and data in the planning process

▪ Communicating the importance of dependencies in risk assessment and 

functions in mitigation strategies

▪ Considering dependencies in choosing and justifying projects

▪ Aligning plans and federal and state funding for projects with co-benefits, 

including meeting Building Resilient Infrastructure and Communities (BRIC) 

criteria

GRADD Interest in the IRPF
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Infrastructure systems have diverse 

ownership and operational structures

▪ Public utility 

▪ Privately owned

▪ Independently operated

▪ Government regulated

Examples

▪ Municipal water systems that are federally 

regulated

▪ Electric cooperatives

▪ Private internet and cellular communications 

providers

Organizing & Planning Resources
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Identify & Prioritize CI
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Energy 
▪ Electricity

▪ Fuel: oil, natural gas

Communications
▪ Voice, video, data services

▪ Broadcasting

▪ Cable

▪ Satellite

▪ Wireless

▪ Wireline

Water
▪ Drinking Water

▪ Wastewater

Transportation
▪ Air

▪ Maritime

▪ Surface: motor, rail, 

mass transit

Fundamental Critical Infrastructure Systems
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Assess Risk
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Critical 

Infrastructure

Sectors

Community 

Lifeline

Functions

F
E
M
A

Infrastructure systems fulfill and enable essential functions
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Infrastructure Dependency Impacts
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“Through BRIC, FEMA will invest in a wide 

variety of mitigation activities, including 

large, innovative, community-wide public 

infrastructure projects…. 

FEMA will continue to explore creative 

approaches to conducting project 

competitions that support large-scale and 

innovative resilient infrastructure projects 

that demonstrate a measurable impact on 

reducing disaster costs and building 

resilience.” 

(BRIC Policy Update August 27, 2019)

Develop a Mitigation Strategy
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Expand the range of actions and 

actors for reducing risk and 

enhancing the resilience of 

critical infrastructure systems

▪ Guidance

▪ Tools

▪ Resources
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Sample Tool: Meeting Facilitation Guide
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▪ The dependency and co-benefit analysis is a way to help 

reprioritize mitigation actions.  In the end, it leads to 

developing multi-faceted projects that address the total 

problem. ~ Kentucky Division of Emergency Management

▪ The dependency questions that referenced community 

functions really “got them thinking” about backup services.  

It resulted in development of a project for backup power 

for lift stations – a tangible benefit of the facilitated 

discussion. ~ Green River Area Development District

▪ Used the dependency questions to show the importance 

of drilling down to the utility level for public works 

mitigation. ~ Green River Area Development District

GRADD & Community Comments
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Community Hazard Mitigation Planning Meeting, 

Green River Area Development District 
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Co-Developed Resources
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Adopt and Implement

Plan Type IRPF Guidance and Resources can inform:

Hazard Mitigation Plan ◄ Infrastructure stakeholder identification

◄ Critical systems and services identification

◄ Planning goals & objectives

◄ Vulnerability and consequence analysis

◄ Project identification toward resilience

◄ Infrastructure investment priorities

◄ Development decisions

◄ Project prioritization

◄ Response and recovery activities/procedures

Comprehensive Economic

Development Strategy (CEDS)

Comprehensive or General Plan

Capital Improvement Plan (CIP)

Specific or Area Development Plan

Emergency Operations or

Emergency Response Plan

Long-term Recovery Plan
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Public-Private Partnership • Major Ag Processor

• 120 Years Old

• Soybean Oil

• Biofuels

• 45 million gals/year

• Edible Oils

• Barge/Rail/Truck/Pipeline

• 1400 feet of Riverbank

• Center Street Pump Station

• Engineer Preliminary 
Assessment - $50,000

• Owensboro Grain Company
• City of Owensboro
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Planning Committees

• Afford local governments and 
citizens a regional forum to 
identify issues and 
opportunities;

• Provide leadership in planning 
and implementing programs to 
improve the quality of life with 
the District

• Economic Development 
Corporation

• Hazard Mitigation Council

• Regional Transportation 
Committee

• Water Management Council

• Workforce Development Board

• Aging Council

• TRIAD

GRADD Mission

26

GRADD
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Summary - IRPF Tools & Resources
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Lay the 
Foundation

❑ Planning 
participant 
information sheet

❑ Stakeholder 
invitation letter

❑ Data collection list

❑ Link to plan 
integration 
evaluation 
guidebook

❑ Sample goals and 
objectives

Identify Critical 
Infrastructure

❑ Infrastructure asset 
data matrix

❑ Dependency 
identification 
worksheet

❑ Dependency 
discussion guides

▪ Community 
systems 
discussion guide

▪ System 
owner/operator 
interview guide

▪ Meeting 
facilitation guide

Assess Risk

❑ Hazard information 
resource list

❑ Summary of risk 
assessment 
methodologies

Develop Actions

❑ Sample capability 
assessment 
worksheet

❑ Link to NIST 
economic decision 
guide software

❑ Resilient solutions 
strategy worksheet

❑ List of sources for 
resilience solution 
ideas

Implementation 
& Maintenance

❑ Inventory of 
funding 
opportunities 
(grants & loans)

❑ General 
recommendations 
for plan integration
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▪ The IRPF outlines five key steps that can be incorporated into existing planning 

processes to enhance community resilience by addressing critical infrastructure 

dependencies.  

▪ Useable tools and resources are contained within the document to support 

application of the step-by-step guidance:

▪ Dependency and mitigation alternative questionnaires

▪ Meeting facilitation guide

▪ Resilient solutions and funding resources

▪ Dependency Education Tool

Summary

28
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Why Work with Regional Districts

▪ Infrastructure transcends local boundaries

▪ Consider shared infrastructure 
dependencies/interdependencies

▪ Consider single infrastructure systems/sectors at 
regional scale

▪ Examples of regional infrastructure include:

▪ Ports/multimodal transportation systems

▪ Electrical grid

▪ Regional water/wastewater systems that serve 
more than one locality and are essential for 
development or recovery

▪ Rural and metropolitan regional districts are 
logical partners for integrating HM into other plans 
and funding proposals

Courtesy of 

DHS

Courtesy of DHS 
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Vision for Use
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Who?

▪ State, local, tribal, 
and territorial 
governments

▪ Regional planning 
and development 
organizations

▪ Collaborative 
groups with a 
shared goal, 
purpose, or risk

Why?

▪ Build awareness of critical functions and 
infrastructure dependencies

▪ Increase participation in planning

▪ Foster understanding of infrastructure 
service between providers and 
consumers

▪ Address infrastructure systems and 
dependencies in existing Plans

▪ Reduce cost of repetitive losses and 
build community resilience

▪ Develop collaborative projects with co-
benefits (BRIC) and expanded funding 
potential

How?

▪ Support ongoing 
planning activities

▪ Identification of 
infrastructure risks 
and opportunities 
in existing plans
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▪ What critical systems or services does economic recovery depend on that is 

outside the geographic boundaries or jurisdictions your agency represents? 

▪ Which types of regional plans might benefit from integrating critical 

infrastructure resilience?

▪ CEDS, Hazard Mitigation, transportation, others?

▪ What information or support would KAMM members need to use the IRPF? 

Discussion Questions
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For more information:

www.cisa.gov

Questions?
Sandra Pinel, PHD, AICP

Senior Planner

Email: IDR@cisa.dhs.gov

Blake Edge
Director of Community & 

Economic Development

Email: blakeedge@gradd.com

mailto:IDR@cisa.dhs.gov
mailto:blakeedge@gradd.com
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Access

• Infrastructure Resilience 
Planning Framework

• Pilot with Kentucky and 
GRADD

• Build use case

Develop

• IRPF with Mitigation Planning

• Kentucky state webinar

• Tool development

• Publication and Fact Sheet

• Additional pilot projects

• Alignment

Expand Pilots 
and Publish • Training webinar

• SLTTGCC webinar

• Dependency education tool 
and web access

• Dissemination and training 
partnerships with ICMA, 
APA, NADO, etc.

Transfer
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